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Digitalis technologiak - diszrupcié

Figure 22: Disruptive technologies can improve the pulse of health care

Genomics is improving our understanding of health
conditions, providing patients with more information
on their health risks, making health care more
personalised and therapies more accurate

Additive manufacturing

(3D printing) is significantly reducing
the costs of medical implants and
surgical tools, and can enable
hospitals to create tools on site

Blockchain can improve
the privacy of sharing data
across a large network of
users and provide an
immutable record of data
transactions

Telemedicine enhanced 5G
technologies will enable high
resolution connections to remote
areas and can also empower remote
surgery through the use of robotics

Advanced technologies can improve:
- patient outcomes

- health care related costs

- access to health care

- the accuracy of medicines

- the manufacturing of products

- the privacy and security of patient data

Smart sensors and materials of
increasing sophistication can allow
products and materials to alter their
behaviour based on external
conditions such as pH, temperature,
electric fields and bacteria

Robotics is providing
surgeons with new and
more accurate tools for
complex surgeries. It is also
making health care
operations, such as the
delivery of medical goods
throughout a hospital more
efficient and less costly

Advanced digital imaging is
creating visual representations of
internal human anatomy, with
pre-, peri-, and post-operative
digital images used to obtain a
more accurate picture of internal
patient anatomy
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Deloitte-Medtech and the Internet of Medical Things (2018)



Digitalis Ellatasi Modellek — Diabetes Mellitus

A BETEG UTAZIK

-

0 |
z i \\> i FOLDI CSAPAi --'\ 1

ADAT FOLYAMAT

4LABOR

HAZlORvos/> KORHAZ
+ JAR()BET?(;\ o

%I\QENDEL(S

=
‘\ = L amm
~

HONAPOKAT VESZ
IGENYBE

N—

; L ]
HAZIW FELHO CSAPI‘? |+!\ o

& </ SZAKORVOS

»

l

S
1 Y

== < EGYENSULYI ALLAPOT TAMOGATASA

©
@
0 @
L: 5S¢
2 = N
RENDSZERES KONTROE S 8 2
NELKUL IS, 12 P
MERES EMBERI <<: J&
RENDSZERESSEGGEL, F=: ' &
GYOGYSZERELES <<: T
o
FOLYAMATOS
FELUGYELET, HATEKONY
EROFORRAS HASZNALAT,
PRECIzIOS
GYOGYSZERELES

Semmelweis University



Digitalis Ellatasi Modellek — Hospital at Home

The future..

To enable the introduction of virtual wards the NHS is
investing up to £450 million over the next two years to
support the roll out of virtual wards across England, with an
ambition to establish 40-50 virtual ward beds per 100k
population, by December 2023.
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In the Northwest this will create an additional 2745 virtual
beds by April 2024 providing quality care to patients at

home, improving the patient’s and staff experiences, and
avoiding the need to be in hospital.

https://www.england.nhs.uk/north-west/recovery-bulletin/recovery-bulletin-issue-03-november-22/what-do-you-know-about-virtual-wards/
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Data harmonization, patient Management

Multimodal and
multidimensional data analysis
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privacy, proprietary walls

Data analytics & integration
https://doi.org/10.1038/s41746-024-01040-9



Digitalis labnyomok
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Artificial Intelligence - Augmented Intelligence
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Dehumanizalas - Rehumanizalas



NEJM Al 2024. februar 22.
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,....na a mesterseges intelligencia egeszségjavit
potencialja olyan nagynak bizonyul, mint
amilyennek most tlnik, akkor vitathatatlanul
minden egészseglgyi vezetod feleldssége, hogy
tamogassa azokat a modszereket, amelyekkel a
betegek és a személyzet kihasznalhatja az
elonyeit”

a7 pATA-EOM
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Technoloégiai innovacio - Tarsadalmi innovacio: ~

Rendszer képesség
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Mit jelent a rendszerképesseg?
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* A rendszerképesség kritériumai: —t D

* Az Ml integracid nem egy szolgaltatonal valosul meg, hanem g <8
lényegében az 6sszes adott szolgaltatast nyujto ellatonal —

 Minden érintett szolgaltatd atalakul, hogy be tudja fogadni a :.i.
technoldgiat

e Mindenki szamara elérheto valik

* Ez a hatékony megoldas, mert egy kozponti M| kapacitas minden
szolgaltatot ki tud elégiteni

* Rendkivil osszetett feladat, tulajdonképpen az egészségligyiés
szocialis rendszer érintett szegmensének teljes atalakitasat
kivanja meg: rendszerszintl gondolkodasra van szlikség
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Qoops, your files have been encrypted!

‘What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?
Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left 'You can decrypt some of your files for free. Try now by clicking <Decrypt>.
e e O™ But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
'We will have free events for users who are so poor that they couldn't pay in 6 months.

SM62017 00:47:55

How Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

S2002017 00:47:55

Time Left

Semmelweis University
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Management
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Az adat az uj olaj!

Theresa May v Brussels
The Ten years on: banking after the crisis
Economist
Biology, but without the cells

”"l-'iie world's most
valuable resource
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Data and the new rules
Of Cﬂnpetition Health Services
Management
Training Cent
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The Economist, 6 May 2017



Quantum expert: 'Hack now,
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decrypt later' is here today

By Dan O'Shea * Oct 15, 2021 12:00am

o pATA-EOM

Harvest now, decrypt later!




Genetikai adatok biztonsaga
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CHINA’S COLLECTION OF GENOMIC AND OTHER HEATHCARE DATA FROM
AMERICA: RISKS TO PRIVACY AND U.S. ECONOMIC AND NATIONAL SECURITY

The National Counterintelligence and Security Center

Would you want your DNA or other healthcare data going to an authoritarian regime with a record of exploiting
DNA for repression and surveillance? For years, the People’s Republic of China (PRC) has collected large healthcare
data sets from the U.S. and nations around the globe, through both legal and illegal means, for purposes only it
can control. While no one begrudges a nation conducting research to improve medical treatments, the PRC’s
mass collection of DNA at home has helped it carry out human rights abuses against domestic minority groups Health Services

Management
Training Centre

Semmelweis University
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Cybersecurity is not just a technical issue;
it’s a patient safety issue. ™

2019. oktdber 4.

Semmelweis University

*https://www.ama-assn.org/practice-management/sustainability/cybersecurity-ransomware-attacks-shut-down-clinics-hospitals
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Kiberbiztonsag az inzulinpumpakban

Security

Insulin pump hack delivers fatal
dosage over the air

tarsfinanszirozasaval
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Sugar Blues, James Bond style

By Dan Goodin 27 Oct 2011 at 06:23 90) SHARE ¥

2011-ben egy MacAffee szakért6 (Barneby Jackson) demonstralta, hogy hogyan hekkelhet6 meg
egy inzulinpumpa akar tobb szaz méter tavolsagrol is.....

A gyartasi szam ismerete nelkul, a 25 egység helyett 300 egységet tudott beadni ugy, hogy a
pumpa nem jelezte az eltérést
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Kiberbiztonsag és beliltetheto eszkozok

Doctors disabled wireless in Dick
Chenevy’s pacemalker to thwart
hacking

1978-2010: ot szivinfarktus, 4x bypass surgery,
2007-ben defibrillator beultetes

2013. oktober: Dick Cheney bejelenti, hogy a a pm
hackelest realis veszelynek gondoltak, ezert
kikapcsoltak a radiofrekvencias befolyasolas
lehetOseget
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https://abcnews.go.com/US/vice-president-dick-cheney-feared-pacemaker-hacking/story?id=20621434
https://nakedsecurity.sophos.com/2013/10/22/doctors-disabled-wireless-in-dick-cheneys-pacemaker-to-thwart-ha
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Ooops, your files have been encrypted! m‘ g 2

:{Nhat Happeﬁllledto My:C:;mputer? ‘O 2

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.
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Payment will be raised on
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S Can | Recover My Files?
51672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have ————
not so enough time.

Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

572002017 00:47:55

Time Left

Send $300 worth of bitcoin to this address

Campbell County Health

* 8 6ras teljes ledllas
100 km-re kellett a betegeket szallitani
e 17 nap mulva allt vissza a teljes mikodés

https://www.pbs.org/newshour/science/ransomware-and-other-data-breaches-linked-to-uptick-in-fatal-heart-attacks

Semmelweis University




Zsarolovirus tamadas — Magyarorszag
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Az Adatfeldolgozo LAN haldzata

Megyei korhaz pathologiai szolgaltatdjan keresztul érte zsaroldvirus tamadas az intézményt

http://real.mtak.hu/132133/1/fa3312dbda1220b77b7dbe62700a997f.pdf



Zsarolovirus tamadas — USA 2021.

2021. Oktober 1. — péntek
Johnson Memorial Health Hospital
HIVE ransomware tamadas

Klinikai mikodés — digitalis elsotétulés!

Az Euroépai Unid
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Analdégga valik a kommunikacié — van- e alternativ kommunikacios csatorna?
Papiralapu beteg és folyamatdokumentalas

Munkaero ujjaszervezés: tobb ,, kozvetito”

Korabbi idbegysegek megndnek (pl labor félora — két 6ra)

Tamogatoé folyamatok leallasa: biztositoi jelentések, szamlakiallitas, kifizetések,
beszallitok! HR folyamatok, bérszamfejtés, stb.

Intenziv bels6 és kuls6 kommunikacio

Két f6 csapat: betegellatas/kérhazmikodés szervezése — informatikai és
itbiztonsagi csapat: karcsokkentés es mukodéshelyreallitas

Semmelweis University
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https://www.npr.org/sections/health-shots/2023/05/08/1172569347/cyberattacks-on-health-care-are-increasing-inside-one-hospitals-fight-to-recover



Hagyomanyos csoportmunka tamogatas,
koordinacio

October 2021

Cyber-attayc
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https://www.npr.org/sections/health-shots/2023/05/08/1172569347/cyberattacks-on-health-care-are-increasing-inside-one-hospitals-fight-to-recover



Zsarolovirus tamadas — Romania 2024.

Ransomware attack forces 21 Romanian hospitals to go offline
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By Sergiu Gatlan February 12, 2024 07-39 AM ——

meghatarozott medikai rendszer
18+3+5 es 79 korhaz éerintett!!
teljesen papiralapu mukodeés
Backmydata ransomware
altalaban 1-2-3 napos mentesek, 1 korhaz eseteben 12 napos...
the attackers have sent a ransom demand of 3.5 BTC

(roughly €157,000).....the name of the group claiming the attack
IS not mentioned in the ransom note, only an email address.

https://www.bleepingcomputer.com/news/security/ransomware-attack-forces-over-25-romanian-hospitals-to-go-offline/



Zsarolovirus tamadas — Vastaamo 2020-10

Hello Finnish colleagues.

Az Eurépai Unid
tarsfinanszirozasaval
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- mentalhigiénés szolgal
We have hacked the psychotherapy clinic “vastaamo.fi® and taken

B egyedl fejIeSZtéSU infO tens of thousands of patient records including extremely sensitive
) 30 OOO ugyfél session notes and social security numbers. . ;.:.

. zsarolovirus tamadas. B requested a small payment of 40 bitcoins (nothing for a

company with yearly revenues close to 20 million euros), but the
zsarolasa CEO has stopped responding to our emails. We are now starting to

_ | p gradually release their patient records, 100 entries every day.
- nemzetbiztonsagi kerdg¢
. 40 bitcoin (kb 600.000 R IRCIRTa

- 4 évvel késdbb 6 év 3 honapra itéltéek a
tamadot
- Humanszolgaltatasok STUXNET-je
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JAMA 2022. december 29: 2016-2021 kdzott 374 ransomware tamadas W: o5
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JAMA Health Forum. 2022;3(12):e224873. doi:10.1001/jamahealthforum.2022.4873,
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CISA: érintett korhazi rendszerek funkcionalitdsanak visszatérése egy zsaroldvirus tamadast kovetben L % ~§' §
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L4 %
Functionality ; : ®
0 7 21 20 180+

Approximate Days After Event
1. Immediately afterthe event, the entire |IT network is down, no access to online systems.
2. Available offline back-ups of the system are accessible, restoring access to some.
3. Experts begin returning network functionality to systems after clearing hardware.
4. Majority of hardware has restored access. However, some tools remain offline for cleaning/repair.
5. All hardware has access restored. Some tools may remain out of service or require more cleaning.

Semmelweis University
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Management

11-3 hétig kritikus a rendszer miikodése, offline és ®)@

I 4 ' 4
|
pa pl ra I d p u: https://www.cisa.gov/sites/default/files/publications/Insights_MedicalCare_FINAL-
v2_0.pdf/
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Kiberbiztonsagi incidensek hany %-a emberi
tényezo fliggvénye?

DIGITAL INNOVATION HUB

Az Euroépai Unid
tarsfinanszirozasaval
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Kb. 90% s

Onnek hany karakterbdl all a jelszava?
Es miket tartalmaz? Mirél jegyzi meg?




Kiberbiztonsag és jelszavak

Number of

Characters

Numbers Only

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
2 secs
19 secs
3 mins
32 mins
5 hours
2 days
3 weeks

Lowercase
Letters

Instantly
Instantly
Instantly
Instantly
Instantly
10 secs
4 mins
2 hours
2 days
2 months

100 years

3k years

69k years

Upper and
Lowercase
Letters

Instantly

Instantly
Instantly
2 secs
2 mins
1 hour
3 days

Letters

Instantly
Instantly
Instantly
7 secs
7 mins
7 hours
3 weeks

Numbers, Upper Numbers, Upper
and Lowercase

and Lowercase
Letters, Symbols

Instantly
Instantly
Instantly
31 secs
39 mins
2 days
5 months

Smonths [

- 24years  200years
tkyears  12kyears -
64k years | 750kyears | 16myears |
~ 3myears | 46myears  lbnyears

7amyears | Bonyears 5z year
DUSBRVESENN  179bn years 7tn years

467bn years 11tn years 438tn years

3years 34years

TIME IT TAKES
A HACKERTO
BRUTE FORCE
YOUR
PASSWORD
IN 2022
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Kiberhigiénés alapszabalyok
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* Erzékenyités, Tudatositas és Kiberhigiéne!
e személyes infokat ne adjatok meg!
* Passphrase, de legalabb bonyolult jelszo (18-20 karakter!)
* ThinkB4UClick!
* mfauthentikacio bedllitas mindenhol
* magan-privat szétvalasztas
* frissitések

EUROPEAN DIGITAL INNOVATION HUB
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Mire figyeljen a vezet6?

Szervezet
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* Informaciobiztonsagi felel6s nem azonos az informatikussal, szervezeti
hely és szerep!

Vigyazo szemetek az ADATRA vessétek!

Zsarolovirusok és mentések!

Hova megy az adat? Zero trust az eszkozokkel szemben!
Jogszabalyi kornyezet!
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Személyes
* Kiberhigiéne, kiberhigiéne, kiberhigiéne!
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Egészségligyi Kiberbiztonsagi Szemle
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A Menedzserhépzt ’ NEMZETI
Kézpont

KIBERVEDELMI INTEZET

EGESZSEGUGYI KIBERBIZTONSAGI SZEMLE
HIREK, PUBLIKACIOK NEMZETKOZI SZEMLEJE
2022.04.19.

A Sophos nyilvanossagra hozott egy szokatlan esetet, amikor két kiilénallé csoport
egyszerre hajtott végre kibertamadast ugyanazon egészségugyi intézmény ellen. Az
esemeény figyelmeztetd jel az egészségugyi szervezetek szamara, mivel tovabbra is
agressziven veszik célba az egészsegugyi ellatokat szerte a vilagon

BIZTONSAGTUDATOSSAG

A munkavallalok kiberhigiéniaja létfontossagu az egészségiigyi
kiberbiztonsag szempontjabol

Az alkalmazottak nem megfeleld kiberhigiéniaja még a legerésebb egészségugyi
kiberbiztonsagi architektirakat is veszélyeztetheti. A kiégett munkaerd és az
alkalmazottak laza kiberhigiénidjanak kombinaciéja a legjobb kiberbiztonsagi
programokat is alaashatja. Az egészségugyi szervezeteknek nemcsak a miiszaki
biztositékokat kell eldnyben részesiteniik, hanem a biztonsagtudatos képzést és a
kiberbiztonsagi munkaerdbe térténd befektetéseket is - dertlt ki a Center for
Generational Kinetics (CGK) altal készitett (j jelentés szerint.

_
omomonsi

A kibertamadas anatomiaja

Az American Journal of Clinical Patholoav cimii tudmanvos folvdiratban eav eavetemi
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EGESZSEGUGYI KIBERBIZTONSAGI SZEMLE
HIREK, PUBLIKACIOK NEMZETKOZI SZEMLEJE
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Az USA Egészségiigyi és Humanszolgaltatasi Minisztériuma dj,
egészségligyi kiberbiztonsagot segitd utmutatét adott ki

Az Egészséglgyl és Humanszolgaltatasok Minisztériuma (HHS) 2023. méarcius 8-an
kiberbiztonsagl dtmutatdt adott ki, amely az dllami és magdn egészséglgyi szektort
segiti a kiberbiztonsdgl incidensek megeldzésében. "A kiberincidensek kockézatot
jelentenek a betegek adataira, a szellemi tulajdonra, a tudomdanyos vagy laboratériumi
kutatdsokra, az orvosl gyartasra és végsd soron az egészséglgyl szervezelek azon

Ap hgére, hogy biztor szolgaljak ki pacienselket” - mondta Andrea Palm, az
Egészsdglgyl Minisztérium helyettes dllamtitkdra. "Az Gtmutaté kiaddsa segiti az
egészséglgyl szervezetekel kiberbiztonsaguk felmérésében és javitdsaban.”

A JAMA cikkében a 2016-2021. kdzott az USA-ban lezajlott egészséglgyl intézmények
elleni 374 zsaroldvirus tAmadast elemzik. A cikk részletesen bemutatja, hogy milyen
szolgaltatokat érintettek a tAmaddasok, mennyi ideig tartolt a szolgaltatasok
sziineleltetése, illetve hogy milyen “lappangasi idével" kerliitek jelentésre az esetek.
Fonlos lenne, hogy Magyarorszagon is készilhessenek hasonld kimutatdsok,
elemzések!

2022-ben az egészségiigyi adatszivargasok 80%-at hackerek

Feliratkozas

DATA-EDIH
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Kiberbiztonsag — az emberi tényezo
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Az Euroépai Unid

A jobb sarokban tidzfalak, titkositas,
kett6s authentikacid, antivirus
/ szoftverek, stb. a bal sarokban pedig

a mi Dave-iink.... : ;\.{.
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https://cybersecurityventures.com/cybersecurity-cartoon-archives/
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Koszonom a figyelmet!

Dr. Palicz Tamas
palicz.tamas@emk.semmelweis.hu

Az Eurépai Unio
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